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Azure Sentinel

Collect data at cloud scale across all users, devices, applications, and infrastructure,
both on-premises and in multiple clouds.

Detect previously uncovered threats and minimize false positives using analytics and
unparalleled threat intelligence from Microsoft.

Investigate threats with Al and hunt suspicious activities at scale, tapping into
decades of cybersecurity work at Microsoft.

Respond to incidents rapidly with built-in orchestration and automation of common
tasks.

CyberArk Data Connector

The CyberArk Privileged Access Security connector allows you to connect your
Digital Vault Syslog events with Azure Sentinel allowing you to view workbooks,
create alerts, create dashboards, trigger actions and manipulate data to provide a
comprehensive security overview of your privileged accounts managed by CyberArk.

CyberArk Workbooks

Gain extensive insight and extensive monitoring into CyberArk’s Privilege Access
Security by analyzing Syslogs generated by the Digital Vault.

Workbooks provide a comprehensive view into all actions run against your Digital
Vault to identify where your resources should be directed in order to maintain an
efficient access security posture.

Effortlessly monitor what privileged accounts are being managed and accessed, who
is accessing those privileged accounts, and track what commands are being run
during monitored sessions.
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Pre-Installation

This integration workflow requires that you have a valid CyberArk Digital Vault, a
Syslog staging server, and an Azure Sentinel workspace. The following guidelines
outline what will be needed to fully implement this integration.

Prerequisites

From CyberArk MarketPlace
= Ensure the following files are stored on the Vault server in
<install drive>\Program Files(x86)\PrivateArk\Server\Syslog

= RFC5424Changes.xsl — This is a translator file that takes each Syslog message
from the Vault and pushes it through this translator to build an RFC5424
compliant header to place at the beginning of the message

NOTE: There is already an RFC5424Changes.xsl on the Vault server, there are
minor modifications to this translator to more accurately conform to RFC5424
header guidelines and will affect the outcome of the outgoing messages.

= Sentinel.xsl — This is a translator file that will take the xml data produced by the
Vault Syslog capability and parse it into a CEF standard message to be sent to
your syslog staging server

Setup Sentinel in the Azure Portal

Connect logs to Azure Sentinel workspace and log analytics to view and query
CyberArk logs using the CyberArk Syslog Data connector

https://docs.microsoft.com/azure/sentinel/quickstart-onboard

Syslog forwarding server (syslog-ng, rsyslog)

This integration requires that messages sent from the Vault get received at a Syslog
staging server. Once you have made a decision on either syslog-ng or rsyslog follow
the instructions in the link below to install the Azure Monitoring Agent to get the
messages from the staging server to Sentinel.

Refer to the link below for more detailed information:
https://learn.microsoft.com/en-us/azure/azure-monitor/agents/agents-overview
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Installation

Setting Up the Vault

Update the translator files

Go to the Vault server and navigate to
<install folder>\Program Files(x86)\PrivateArk\Server\Syslog
Rename the RFC5424Changes.xsl that is currently in place

NOTE: If you modify the RFC5424Changes translator, this will modify the header
for ALL messages coming from the Vault. If you are sending Syslog to multiple
locations this will modify the header for those messages too.

Place the two translator files in the Syslog folder

= Sysiog [-[cH.
°

et + o s i

Modify the dbparm.ini

Navigate to \Program Files(x86)\PrivateArk\Server\Conf -> edit the dbparm.ini
Modify the dbparm to reflect the following values for the SYSLOG section:

[SYSLOG]

UselLegacySyslogFormat=No
SyslogTranslatorFile=Syslog\Sentinel.xsl
SyslogServerPort=<port to the Syslog staging server>
SyslogServerlP=<IP for the Syslog staging server>
SyslogServerProtocol=UDP or TCP
SyslogMessageCodeFilter=0-999

Debuglevel=SYSLOG(2)

[SYSLOG]

UselegacySyslogFormat=No
SyslogTranslatorFile=Syslog\Sentinel.xsl
SyslogServerPort=514
SyslogServerIP=10.0.0.3
SyslogServerProtocol=TCP
SyslogMessageCodeFilter=0-999

NOTE: if you are sending logs to Sentinel as an additional location, use the pipe
“|” character to separate the values, for more information on configuring Syslog
on the Vault, refer to the following link:

https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Integrating-with-SIEM-
Applications.htm?Highlight=syslog

To have the Vault pick up the changes made to the dbparm.ini, you will need to
restart the PrivateArk Server service
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Configuring your Linux Machine

Configuring Linux Syslog Staging Server

1.

Create a Linux machine that will receive the CyberArk Syslog messages for the
Azure Sentinel Agent to collect

Run the configuration scripts that can be found in the CyberArk Data Connectors
page in Azure Sentinel

https://learn.microsoft.com/en-us/azure/sentinel/connect-cef-syslog-
ama~?tabs=portal

The script will download and install the Log Analytics agent and configure your
machine Syslog daemon depending on your Syslog capturing capability (syslog-
ng, rsyslog)

Note that the CyberArk messages will come in through the “kernel” facility. If
using rsyslog, the following syntax can be placed in the /etc/rsyslog.conf file:

$template myFormat,"%rawmsg3\n"
$ActionFileDefaultTemplate myFormat

Once the agent picks up on the incoming data, CEF messages will be sent to Log
Analytics, below is a link on how to validate connectivity

https://learn.microsoft.com/en-us/azure/sentinel/connect-cef-syslog-
ama~?tabs=portal

Depending on your installation of the Syslog staging server, follow the directions
in the link provided to install the agent on your staging server:
https://learn.microsoft.com/en-us/azure/azure-monitor/agents/agents-overview

Syslog Header Info

Below is how your RFC5424 Header should be coming into the log files and
forwarded to Log Analytics.

<%Priority%>1 yyyy-mm-ddThh:mm:ssZ %Hostname% Cyber-Ark
%$ProcessID% $MSGID% -

Below is an example of a failed CPM Verification
<7>1 2019-06-25T21:32:21Z VAULT Cyber-Ark 38 38 -
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Data

Once you have data showing up in your Log Analytics view, you can start to query
data to build a picture to display in Dashboards and Workbooks.

Workbooks

CEF standard custom label functionality has limitations and to solve those, here are
the field mappings done for CyberArk data connector. Refer to the table below for
further context.

Old Label Sentinel Label xsl KeyName
Safe Name DestinationUserPrivileges  dpriv

Device Type FileType fileType
Affected User Name SourceUserPrivileges spriv

Database DeviceExternallD deviceExternalld
Other info destinationProcessName  dproc

Request Id FilelD fileld

Ticket Id OldFilelD oldFileld

The workbooks provided by the Azure Sentinel connector are simply examples to get
you started. Your enterprise’s security view will dictate what fields need to be
depicted in your workbooks and Sentinel’s ease of use allows for dynamic views of
your Vault activity.

To access the workbooks created for this integration, navigate to Azure Sentinel,
select Workbooks, select CyberArk.
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Troubleshooting

CyberArk

Ensure that your dbparm configurations for Syslog reflect the correct information
for the Syslog staging server.

Take note of the SyslogServerProtocol and ensure that the staging server
syslog configs are setup to receive either TCP or UDP depending on what you
have set for this parameter.

If want to know what is being sent from the Vault, change the DebugLevel in the
dbparm to SYSLOG(2). This will print an output of what is being sent according to
the translator file and Syslog settings in the dbparm

Syslog Agent

If you are seeing kernel messages populate the /var/log/kern.log file this should
lead to messages populating in Log Analytics within 15-20 minutes. If you are not
seeing kernel messages populating on the staging server, you will need to
troubleshoot your syslog configurations on the Vault Server

Ensure that you have messages incoming from the Vault server by running the
following command on the Syslog staging server:

tcpdump -A -ni any port <port you set up in the dbparm> -vv
Example

Messages from the Vault:
tcpdump -A -ni any port 514 -vv

Messages being processed by Sentinel agent:
tcpdump -A -ni any port 25226 -vv

If you have made any modifications to configuration files on the syslog server
then you may need to restart the service.

Example:
service rsyslog restart

service syslog-ng restart

Ensure that what you have set in your syslog config matches what you have set
in the dbparm regarding protocol (TCP vs UDP)
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Azure Sentinel

Under Azure Sentinel workspace -> Advanced settings -> Connected
Sources -> Linux Servers you should see that you have a connected resource.
This may take up to 15-20 minutes for the changes to be reflected.

Once you are receiving messages in the Log Analytics workspace and you are
receiving results using the following query:

CommonSecuritylLog
| where DeviceVendor contains "Cyber-Ark"

Now you are ready to begin configuring parsers and implementing workbooks

If you are not able to see information in your workbook tiles, ensure that there is
data for the time you have selected. If this still provides no data, select the log
analytics button and ensure that your subscription and workspace is getting
properly assigned. If it is not contact Azure Support.
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